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Cyber (Security) Awareness

attitudes and behaviors that serve to protect our information assets. Being
aware means you understand what threats are and how to take the right
steps to prevent them.

&Ités not just knowledge; security aware
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Cyber Security :
The body of technologies, processes, and practices designed to protect
networks, computers, programs, and data from attack, damage, or |
unauthorized access.
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, Focuses on preventing, detecting, and providing timely responses to
attacks or threats so that no infrastructure or information is tampered
with. f—
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A backdoor in a computer system is any secret method of bypassing normal authentication or security controls. They may
exist for a number of reasons, including by original design or from poor configuration. They may have been added by an
authorized party to allow some legitimate access, or by an attacker for malicious reasons; but regardless of the motives for
their existence, they create a vulnerability.
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A malicious technique in which an attacker tricks a user into clicking on a button or link on another webpage while the user
intended to click on the top level page. This is done using multiple transparent or opaque layers. The attacker is basically

DENIAL-OFRSERVICE ATTACK (DOS)

Designed to make a machine or network resource unavailable to its intended users. An example would be deliberately
entering a wrong password enough consecutive times to cause the victim account to be locked, or they may overload the
capabilities of a machine or network and block all users at once.

DIRECTACCESS ATTACK

— AN Unauthorized user gaining physical access to a computer is most likely able to directly copy data from it. They may also

—— COMPromise security by making modifications, installing software worms, keyloggers, covert listening devices, or using
—WIrElESS MicCe.

EAVESDROPPING

A form of the "Man in the Middle" attack. The act of surreptitiously listening to a private conversation, typically between
hosts on a network.

PHISHING

The attempt to acquire sensitive information such as usernames, passwords, and credit card details directly from users.
Phishing is typically carried out by email spoofing or instant messaging, and it often directs users to enter details at a fa ke
website whose look and feel are almost identical to the legitimate one. Preying on a victim's trust, phishing can be classifi ed

as a form of social engineering. ‘.\‘
——
SOCIAL ENGINEERING ‘\\

Social engineering aims to convince a user to disclose secrets such as passwords, card numbers, etc. by, for example, C
impersonating a bank, a contractor, or a customer. A common scam involves fake CEO emails sent to accounting and finance
» departments.

3 In general, spoofing is a fraudulent or malicious practice in which communication is sent from an unknown source disguised
as a source known to the receiver.

B TAMPERING

A malicious modification of products with the intent to disrupt established rules or protocols, such as installing a keyloggi ng
| device or removing or replacing network cables.
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As Seen On TV!

Click here to win a new iPad!

When you see a post on a Facebook friend's wall t hat
too quick to click. fAPTihcatturpecss to floaGbueBl eesdiC aTi brle Bai | s
coul d be -jaacckliincgk att ack Thi&@8 taypwaeaysf matiacbussnbut
definitely be annoying Usually the post i tself us
j ust a bit provocative. The point i s to arouse your
ma ke Yipuodoyo#mn e old enough to see the material. You
as this one on the | eft:

Security Check Security Check

Warning! Warning!

Due to the increased number of spam bots putting extra load on our

The content you are about to view may be inappropriate for some servers, please verify that you are a real HUMAN.

users. It may contain shocking graphics, nudity or disrespect other Follow the instructions below to proceed.

individuals.

To view this content, please verify that you are 18 or older by Cick-battony s ordeni 152

pressing Confirm button below.

Confirm

Once you <c¢lick the button to confirm your age you m
box, as s hown by t he exampl e on t he ri ght Thi s (o]
you'fiha madni n order t o avoid spam bot s t hat ar e "putt
servers." This part may ask that you ©click number ed
t hi s:
Clicking those buttons doesn''t prove anytdhei ngow and |
posting t-heckimgkattack in your own Facebook profil
al | of your friends. | f you encounter this type of
buttons. There are | egitimate reasons for having t
t hat not al | ma yi tbhei ntke naebfoiuctiGadh datr yyeg t o do, whet he
yodr e ofr eaWweb page or just Mmpompeptedomug .t hat
These factors coul d make the difference bet ween get
naked celebrity picturFes etbm oyko wra gned m



di mecess

| so

f an
hey

odi f
et ho

39

n
(0]
e

be one

attacker i s abl e

coul d
ying in
ds .

attack

=5

o
)

c tr
1D
n S

a
k closet, p h
dousl y.

ac
b a
ec

A - —
: ) v;.' \y\'\i"\\

attack can be one
to

of the easi est

t
possibly dow
stalled soft

er i s

r, Vi s
e Vi si
ity br

ne is hanging around 1in

he entir
Ss

I bl e t

a secur e area wi

pocdemdd al atdti a celcd .

of
pr e

the most highl

vent .

n access Gt obea add mj
dat a from it.
or add hardware th

.

n unauthorized acc
et colll, t hen t he

nd
h eh
som

an
t hou

personnel are working

f elefl

Gweh yh eérhee,y t hen get Campus

, Or guest to

or
armagpyeyrsapamn. t hle sdii

eone just | ook

of fice that be

r
[

t ad I be il odaV

i n Tatnheesleecdnmeé
yyoumfaodon abl e
Safety involyv

e camesast acft edy@asccassdiattcack woul
o pull off. Be awar e!

a
e

(



Easily one of t he most ipdo miedam ¢ a tc
simply tries to get you to give o0
own fréeéanwdi tlo some extent, they al

Learn to I dentify Suspected Phi st

-They often duplicate the i mage of a real
-Sensational me s Alarggeesn tslu cYlo uas Actd on i s Re
-Use real company names or actual empl oyeece
-Use |l ogos tiicatr remmgpeveerr y similar to the ac
-Grammar / Punctuation is slightly off (mis:
Watch Those Links!
Check any hyiplkir ¢ kobhuetideo n . Hover your mou:¢
button, bua on t hem. Look for | ink add
up i n your browser window (usually at t he
suchimatst p: / /tinyuobrcemmAA2@nidom web page
clue that the I ink wil!/l BEERERERND not hi nge |
your nor mal bank web péwgwew.ibankbbdamerxiaopl
phi shing version dvwww.db asnhkoowf tuhpe aagseC|iocsaes,. ch
just not right!

(cont é€nuec



Ent er Your Sensitive Data i n Secur e

|l n order f oré abiesti tneu stto bbédeg it awidl ¥ Four br o\
should show an icon of a c¢closed | ock, us
| f yowmw dee either of these items, use EX°
proceed any further. Your best bet at
company directly to handle your tréaemsarmt i
the right web page owengbpt nAf hiemg att ¢ , |
ENTI RE LI FE SAVI NGS, right?

Phi shi ngd DOrRIsynw Pertain to Online B

Mo st phi shing attacks are against banks

website to steal personal data such as et
Ps h i ng “rraws Al | Languages

Phi shing knows no boundari es, and dan r

gener alod,e tphoeoyr | y written or transl ated, s

that something I s wrong. | f you never Yy

bank, why should your statements now be i

Have the Slightest Doubt, Do Not

The best way to prevent phishing iIs to c

that asks you to provide confidenti al dat

Toughen Up!

Don't get pressured into providing sensi

usecare tactics, and may threaten to dis
unt i | y o u updat e certain i nfor mati on.

directly to confirm the authenticity of t
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~ ENGINEERING

~ The clever manipulation *

R of the natural human -
B tendency to trust.
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Common Soci al Engineering Attac
(not edPthh assthi s ga form of Soci al = e

Email s fr
because t
and cil a
machi ne a

d hiytoaut | aucsrit cahi e &ai @l oi tn k
me s Gfer oanu rai diufsi, ¢ mydosua n d
ed with malware so th
t your contact info and
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es that contain a downl oad (pictur e
ous software embeddwehdi.chl fy oo uarcao wni
yous tfthn omrk ydur friend, you become
access to your machi ne, emai | accou

contacts, and the attack spreads to every
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An urgent pligaouffon eimsell t uck i n country X,
beat en, and iIis in the hospital. They nee
home and they tell you how to send the mo

omeone asks you to donate to their c ha
ausievi th i nstructions on how to send the
not @& e ywvaiyronoeMtatly dbte yhe e mai | C
or a dead relative, or t
to give you younf wr mat ngas
kso ouhenwgknow how to send it to vy
mber so they can send the pproee
oafrteenbyi ncl uding your Soci al Secur i

<

Baiting sdberaeri eashemes kno at
want , many people wil/ t a h e bait . T
Peetrdeer sites offering a wnl oad of SOl
musi c. But the schemes are also found on
websites you find through search result s,

w t h
k e t
do

Aucti on sicThheemsees show up as amazing deal s o
sites, et c. To allay your suspicion, you
pl anned and crafted ahead of ti me). Peoj
with malicious software that can gener at e
themselves and their contact s, may | ose
purchased item, and, I f they were fool i sh
their bank account empty

There are endless variations to soci al en
number of ways they can socially engineer
the cr@® mi magi nati on. You al so may experi
I n a singlTéeattaek.cri mi naI is Iikerto‘
so they too <can run their xploits a@ai
friends, and so on as cfslrmusn;alla; ¢ ¢k vter mgte.



AASpoodkmrows t hat if a recipient receives a spoi
source (such as your credit card company), It
Spoofing differs from Phishinmgerifrecthatepaes@mt
mer chant or company. The quality of workmanst
attempt in that it might even fool an experienct
Herein |ies the premiséd oofkisnpmo acfoirmge;s paom deefnfciec if.
service provider instructs you to take precaut
reputation. Corporate | ogos and other distinc
and embed in emails or other documents. These
endser s t hat an i mpending t hreat can be &sup,|
i nstructions, which wusually entails clicklng 0
executes a malicious file that damages you 0
while it propagates throughout your network, p |
Caller I D spoofing is the prdomesasnyo fnuanbeaemngiorn ch e
calling number. When a phone receives a call,
fimantd seciomg of the phone. Spoofers wifithamde e
orfis pomtfhe outgoing number so that it represent s
bank, credit card company, i nsurance agency, e
yo@me more | ikely to answer the cal/l and be fo
nor mall yaGawqulodsomeone calling from an unknown
Agai n, prevention comes in the form of knowl ec
Avoid being careless and take the time to as
cC omes I f you receive an emai l from your <corp
|l ooks correct. Even if it does, asdogsursebéel
somet hi ng | woul d be &i el ead raautd ftor xalDort he
actually sent the email. Answer a phone with
providing sensitive information such as net wo
organi zati-publ bc donectory information. Keep i
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keylogger

Have you ever seen fAmelyiome cwmpki eg t hat gorbmal L hen

Someone sitting in front of& anactompliéeier s %»n nden cwoorn ki toce
unplugged and | eft disconnected? These are all exal
Le# say you have a student in your office and you h:
j ob. WiFiel eouytou t he student quickly detaches your Kk
the cablikeiynt og@geirce and then plugs it back into th
key | ogger is in place, it is recording your every
Then, the studentfiamadicns ® mmtott hyou andé evhien ybey off
guickly retrieve the key |l ogger just as easily as t
key | &gderg file and | earnelltyppd passwor ddocuyowbank
your job, and your CVS prescription account . Feel
You wal k by a classroom or an office and notice som
has a computer. You | ook a Ilittle cl oser and not
comput er i's gone, and tpHautg gietd i md dod lotallpigkoep .i t Thi s ¢
easily be someone trying to hack into the networKk
could be exploited | ater. This could also be somec
prior hack and is now attempting to disrupt or abus.
of soci al security number s, per sonal i nformati on, (o

the highest bidder and create chaos for countl ess il

These are not TV ofitmeyi @dappenaitiinoys eal INe aviRaT Tve
Bank, Target, British Airways, eBay, UPS, and even
breaches, along with countl ess ot her s. How can vy
surroundi ngs andnowhnaatAss eyeorus go about your daily act
activities around you and if samekbeni afgr ssiede mso oqu e DO
guestion could save hundreds or thousanxst hhdt psiompgdlee






Your Dog’s Name
Is Not a Password

ou’ll remember, such as -

p by the Kitchen Door”

Try using a phrase thaty
h numbers or symbols -

«My Dog Likes to Slee
rst letter and replace some witl
MdL7$8+kd

Use every fi
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Limit your web
prowsing t0
work-re|ated sites as

much as possible.




